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I FIG- 5B PUBLIC KEY/SECRET KEY TABLE 



ROUTERS 


PUBUC KEYS 


SECRET KEYS 


ROUTER 5, 


Kp1 


Ks1 


ROUTER 5 2 


Kp2 










ROUTER 5 n 


Kpn 




CENTRAL 
MANAGEMENT 
DEVICE 


Kpc 





FIG. 5C 



COMMON KEY TABLE 



COMMON KEYS 



PROCESSING OF SOURCE ROUTER 



START ^ ) 

SI 

FROM ^ 
SOURCE TERMINAL, 
.RECEIVED DATA'' 



S2 



APPLICABLE TO SECRET 
CONCEALMENT? 



SELECT COMMON KEY 



S4 

t 



ENCRYPT DATA SECTION 
BY COMMON KEY 



ENCRYPT COMMON KEY 
BY PUBLIC KEY 



ADD ENCRYPTED COMMON KEY 
TO DATA SECTION 



ALTER HEADER SECTION 



S8 



SEND TO DESTINATION ROUTER 



,S9 



PROCESSING OF DESTINATION ROUTER 




UPDATING PROCESSING OF TABLE 
(CENTRAL MANAGEMENT DEVICE) 



CREATE TABLE OF 
DESTINATION ROUTER 
FROM MANAGEMENT DATABASE 

1 S22 

s 



SELECT COMMON KEY 



ENCRYPT DATA SECTION 
BY COMMON KEY 



ENCRYPT COMMON KEY 
BY PUBLIC KEY 



J S24 



— ' S25 



ADD ENCRYPTED COMMON KEY 
TO DATA SECTION 
1 -r- 1 S27 

± J 

SEND TO DESTINATION ROUTER 



FIG. 9 



UPDATING PROCESSING OF TABLE 
(ROUTER SIDE) 



RECEIVE ENCRYPTED TABLE 
AND COMMON KEY FROM 
CENTRAL MANAGEMENT DEVICE 



m 
w 



SELECT SECRET KEY 

I 

ENCRYPT COMMON KEY 
BY SECRET KEY 



J S32 
— I S33 



DECRYPT TABLE 
BY COMMON KEY 



UPDATE TABLE OF ROUTER 



END ^ ) 



